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The Prism TSM250 Hardware Security Module (HSM) is an affordable,
tamper responsive device that is used in Standard Transfer Specification
(STS) prepaid vending systems.

¢ Since the mid 1990’s, the TSM2xx family of Security Modules has been the most popular STS
Security Module and in its third generation is still the leading Security Module in this market.
e They are used in hundreds of STS vending systems in over 80 countries.

|d Benefits

» Supports IEC 62055-41 Edition 3 for prepaid vending including new encryption algorithms and currency tokens.

e Supports the STS600-4-2 key management standard for prepaid vending, including rollover bit.

o QOffers utilities an affordable solution for prepaid vending.

» Compatible with the PrismToken (affordable STS Token generator software) to provide the customer immediate
compliance to STS Edition 2 (STS6).

* (an be configured with keys from multiple Key Management Centres (KMCs). The default is to support the STS
KMCG and the Prism Test KMC simultaneously. This allows for STS CTS certification of your vending system with a
REAL Security Module without needing to use a Virtual Security Module or having to purchase separate Test and
Live Security Modules.

e Simple message based programmer interface that has now been adopted as an STS standard and is available for
download to STS members from the STS website.

Certification

The Prism TSM250 with STS65V1x firmware features the latest security processor technology, with tamper
responsive protection at a silicon level and an on-chip temperature sensor to protect against temperature attacks.
Additional embedded firmware and hardware protects against Differential Power Analysis (DPA) attacks.

e (Certified to PCI HSM version 3 security requirements as stipulated by the STS Association as a prerequisite
for STS certification.
e (Certified to STS 531-8 Edition1.9, 2018 for utility types:

- Electricity (KwH and currency)
- Water (Litres and currency)

- Gas (M3 and currency)

- Time
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Software Support

e The TSM250 with STS65V1x firmware is supported by PrismToken, to provide an STS token generation solution
that provides immediate support for STS edition 2 (STS6), with the ability to implement TID rollover. Refer to www.
prism.co.za for details.

» STS Check software is provided for onsite health and status checking of the TSM250.

e Prism Test Key Management Centre is available online for testing STS600-4-2 Vending Key Load Requests and
Responses using GTS Test keys. Contact info@prism.co.za for further details.

f‘)) Warranty and Support

Prism provides an initial 12 month warranty which is automatically extended for a further 12 months on renewal of an
annual license within the warranty period.

¢ Telephonic and email support is offered for diagnostics.

e Technical support is offered as an optional extra.

@:}ﬁ Technical Specifications

USB interface

e USB serial interface device driver provided for Windows Vista, 7, 8, 10, Server 2008,2012
e Appears as a COM port in Windows after the driver has been installed

Algorithms

 Encryption algorithms per IEC 62055-41:2018, Edition 3:Appears as a COM port in Windows after the o
- EAO07 (STA) and EA11 (MISTY1)1

e Key Derivation algorithms per IEC 62055-41:2018, Edition 3:
- DKGAO1, DKGAO2 and DKGAO4

e Supports legacy EA07 with DKGAO1, DKGAO2 or DKGAO4

» Supports EA11 with DKGA04 (recommended)

e Supports algorithms for STS600-4-2 key management:
- AES algorithm (FIPS 197), ECC (FIPS 186-3), HMAC (IS0 9797-2/FIPS 198-1) and SHA 256 hash

algorithm (ISO 10118/FIPS 180-4)

Environmental and Electrical Characteristics

e QOperating Temperature: 0-50°C

* Relative Humidity: 5-95% (non-condensing)

* RoHS compliant Free of hazardous substances

e Power Supply: Typical 50mA, Max 100mA (allocate a dedicated USB port)

The TSM250 with STS65Vxx firmware contains the encryption algesithm developed by Mitsubishi Electric Corporation.
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